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* Why security and association matter
e Basics review

* Errata

« Common implementation questions

e Future enhancements for Wireless USB 1.1
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« Association defines first time setup for Wireless USB products
« Association is the interface with the user
« Ease of use is very important
» Security is equally important — most attacks are during setup

* Once products are associated, security defines operational
encryption

» Crypto specifics: handshakes, encryption algorithms, message
authentication, key rotation, etc.

« Users don'’t see any of this
« Connection context
 Tuple [ CHID, CDID, CK ]
« Association sets it up, security uses it




« Two models: Cable and Numeric

* Hosts must support cable and numeric
 Limited hosts/DRDs need only support TPL list

* Devices with USB ports must support cable model

 Devices with displays must support numeric model
 Diffie-Hellman also required

 Devices must use at least one of the above




Basics review: as?eiétion

Cable ""I\/I;odel User.

A

You bring the device
into the vicinity of the
host

You plug a cable into
the host

The host will display a message that says:

“Success!
You may now use this device wirelessly”

X[PErence

Then you plug the cable into
the device

You can now remove the cable — it was
only needed for the first time connection

The host and device communicate
wirelessly from now on




Host

Enumerate USB

Optional Ul Confirmation

CBAF Interface Descriptor
GET_ASSOCIATION_INFORMATION
ASSOCIATION_INFORMATION
SET_ASSOCIATION_RESPONSE(RetrieveHostInfo) &nip miendiyName
GET_ASSOCIATION_REQUEST(AssociateWUSB)

DEVICE_INFO: CDID, FriendlyName, BandGroups

SET_ASSOCIATION_RESPONSE(Associate WUSB) gamagronns oo oo

4-Way Handshake

Device
Plug device into host




Basics review: as?elatlon \\ . =
Numerlg I\/Iodel UsergExperience -UEWU§ )

|

You bring the From a menu on the host, you select
device into the the option to “add a new device”
vicinity of the

host On the device, you select from The device screen

a menu that says “connect to displays the same code
new host”

The host screen
displays a short code

You compare the codes and see they The host will display a message that says:
are the same, so you select “accept” on “Success! You may now use this device wirelessly”

the host and then select “accept” on the Now the hast and the device know it is ok to
device

Numeric entry mode also available
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s Dadel PIOGE =
Host Device
Allow connections Search for host

MMC(ConnectionAvailability=ALL)

DN_Connect(NewConnection=1)
ConnectAck(DevAddr=Unauthenticated)
GET_SECURITY_DATA(M,)

M,: SHA-256(M,), FriendlyName
SET_SECURITY_DATA(M,) M,: PK,, FriendlyName
GET_SECURITY_DATA(M,)

M,: PK;, Np
Out-of-Band User Numeric Verification
Derive CK Derive CK

SET_SECURITY_DATA(M,) M,: CHID, CDID, BandGroups

4-Way Handshake
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(init vector) AES-128 1-Time |
Encrypto-matic Pad |

Cipher
Text

Encryption/Decryption Identical: PT XOR n=CT, CT XOR n =PT
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IV
P

Auth
Data

AES-128 1-Time||||H MAC

Encrypto-matic Pad -
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* Beginning of time — Host Starts Up

* Creates GTK and gives to host controller

* Enables host controller security
« Starts sending MMCs with HostInfo |IE

* Why secure with no connections?
* Eliminates special “first-time” case

| Secute MMc Secure MMC

gecure MM
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secure MM, i

(Host is sending secured, plain-text MMCSs)
e Device scans for MMCs

¢ Security not enabled

« MMC received as “raw packet”, security info is present, but
not processed. Device must know how to parse

» |f device finds HostInfo IE of interest, device makes
unsecured Connect Request

NNE
CONNEC7,_
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(Device is sending unsecured Connect Requests)
e Incoming unsecured DNs are accepted
e Connect ACK sent in subsequent secured MMC

| MMC[ConnectA ¢
SeOuTe K _

* Host queries security info descriptors
« Host starts 4-way handshake

e

$ec\n'.e MMC [HANDSHAKE ”

™~
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» All Handshake setup data delivered inside
secured MMCs (not encrypted)

 All device responses delivered inside unsecured
data packets. Receipt by host is legal

 Handshake payload data protected out-of-band
as per command definitions

- Handshake[1-37




 Host — Install derived PTK, enable

security for device .
>4

* Device — Install derived PTK, but defer
enabling of security. Walit for next
operation, SetKey(GTK)




* Host — security for device fully enabled, sends SetKey(GTK) to
device: MMC and secured data packet

e Device — receives MMC first:
* Notes SetKey(GTK) setup
e Latches SFN from MMC
* Enables security

* Device — receives GTK key data
* Unencryped with PTK (part of receive processing)
 Installs GTK with SFN from MMC as replay counter

Device and Host now both fully operational

A.
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[ )
C — C = cll|= O
Host Device
Enables security, Starts with no
installs GTK MMC | > security enabled
< 'Connect REQ
Connect ACK! >

Handshakel-3 <¢====> Handshake resp

Installs PTK,
device security Installs PTK
enabled SetKey(GTK) setup! >
(in MMC)
Enables security
SetKey(GTK) data ! >
(in data frame) Installs GTK,

Device security now
fully operational
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* Internationalization
* Microsoft Locale ID instead of UNICODE language ID
 UNICODE UTF-16LE instead of UTF8
 Removed redundant null termination
 Numeric model
« Added DeviceFriendlyName to M1
« Added HostFriendlyName to M2

e Some other minor typos/corrections
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* Vestigial public key information removed
from section 6 of Wireless USB 1.0 spec

e Cleared up am
* Added physica

niguity of handshake 3

entropy requirement for

random numbers

 Corrected typos and clarified examples




« Association spec is correct! (multiple verifications)
« Any field <= 64 bits is a number
e USB rules apply: Transmit little endian

* Any field > 64 bits is a byte array

* Must be transmitted from left to right

« Must be stored in memory from left to right, where the left-
most byte is stored in the lowest memory address location

* Applies to all UNICODE strings as well
* Use the test vectors!

* Debug traces of valid exchanges will be published
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e Use the test vectors!

« Arnold Reinhold’s Big Number Calculator is a
useful tool

« ARM implementation optimized for speed is
~16KB code size

 Philip Zimmermann’s bnlib is an SDK for big
number arithmetic (GNU and non-GNU
licenses available)
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 Wireless USB, WLP, Bluetooth, WiFi all
share a common user experience

 Wireless USB, BT, and WLP have numeric
comparison

« All protocols listed have numeric entry

e Cable model is only implemented by Wireless
USB at this time, but is extensible

* Implementations are different
* Very similar from a user perspective
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Host

How does the host know if
the device is still available for
association?

Host sends KeepAlivelEs
until user finishes numeric
comparison on host side

Host doesn’t know what
happened, aborts association

— MMC(ConnectionAvailability=All) ———>
<— DN_Connect(NewConnection=1) —
— ConnectAck(DevAddr=UnAuth) ——>

M1 —
— M2
M3 —
— KeepAlivelE
DN_Alive —

Success case: User confirms number on
both sides

— M4
ACK 7
N

Fast failure case: Device has rejected

M4

Stall
J

Slow failure case: Association timeout

— M4

(No response) —j

Device

Device confirms presence
with DN_Alive

Device NAKs until user has finished
numeric comparison on device side

Device indicates user rejection
of numeric comparison with stall

25




* NFC (see the demo at the NXP booth)

 Discovery enhancements for association

« Additional information provided to help
provide a richer user experience




« Association and security specifications are
stable

« Multiple products have passed certification

« Keep up-to-date on errata and frequently
asked questions (www.usb.org/wusb)

* Implement association models and security in
your products now!

L See assoclation In action J

In the demo showcase!
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